College of Mines and Earth Sciences

Instructions for a Windows 10 connection to the virtual CMES student computer lab
environment. revised 05/27/2020.jcc

Before you can begin, access must be granted to the resource. We encourage you to use the
Campus Help Desk (801-581-4000 option 1) to generate a ticket for us with the following
information: your full name, your UNID, your PI, and any specific class or software needs.
Professors are encouraged to also contact the Campus Help Desk (801-581-4000 option 1) to
generate a ticket for us with their class rosters to add students in bulk. Removal is the same.

A. What you will need:

1. Pre-authorized access to the resource as granted by UIT and your CMES Professor

2. A home Windows 10 computer with administrator access and reliable access to the
internet

3. Aweb browser i.e. Internet Explorer

4. Go to <http://vpnaccess.utah.edu> and download the Cisco AnyConnect Secure Mobility
Client and install on your Windows 10 computer.

5. The free Microsoft Remote Desktop application for your Windows 10 computer (standard,

but also available for free at the Microsoft Store)

B. First time connection:
1. Open CISCO AnyConnect Secure Mobility Client and direct it to “vpnaccess.utah.edu”
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2. Complete the VPN sign-in process with the following

Student login

'sv Cisco AnyConnect | vpnaccess.utah.edu Y
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, Please enter your uNID, password, and 2FA app-generated passcode (or type
% "push” for DUQ users)

Group: Single-Factor -
Username: | uD123456

Password: L2t 2 22 2

OK Cancel
Faculty/Staff Login
'Sﬂ Cisco AnyConnect | vpnaccess.utah.edu X
ﬂ- Please enter your uNID, password, and 2FA app-generated passcode (or type
% "push” for DUO users)
Group: 2FA-DuoSecurity -
Username: u0123456
Password: ARk

Second Password: | %+

OK Cancel

then click “OK” and then click “Accept”

Cisco AnyConnect

UofU VPN Services

Authorized use of this service must comply with the University's
Information Resources Policy available at
http://www.admin.utah.edu/ppmanual/1/1-15.html

Please contact the Campus Helpdesk with Questions
Phone: 801-581-4000

Accept Disconnect




C. Connect to the resource through your web-browser:

1. Point your Internet Explorer web-browser to the CMES Web Access webpage
< https://cmes-rdl.ad.utah.edu/RDWeb>
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User Name (UNID): |u01 23456

Password: I- ------ul

Security (show explanation)
(®  This is & public or shared computer

O Thisisa private computer

MNOTE: To protect against unauthorized access, your
CMES Virtual Computer Labr session will automatically
time cut after a period of inactivity. If your session ends,
refresh your browser and sign in again.

MNOTE: Access to the CMES Virtual Computer Lab is a
priviledge. Any attempts to modify or add to the system
may result in loss of access.

NOTE: Please use UBox as your primary storage location
for all files and work. If problems occur with your
experience it may be necessary to delete your existing
prefile, A clean profile will be created on your next login,

NOTE: This system will undergo maintenance on the 3rd
Saturday night of each month from 11:00 p.m. to 3:00
am. Availability will be limited.
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2. Before logging-in, please review the NOTEs on this log-in page. They may change at any
time and this could affect your session. (Scheduled maintenance, cloud resources, etc.)

3. Enter your UNID and CIS password in the provided fields, choose the Security option
that best fits your current situation (public or private) and click “Sign In”


https://cmes-rd1.ad.utah.edu/RDWeb

4. Select and then surf into the folders as instructed by your Professor to access the
desired software resource. (I will be using the application “GeoMapApp” located in the
/General Apps folder for this example.)
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5. After single-clicking the “GeoMapApp” software application icon above, Internet
Explorer will download the RemoteApp program, and Microsoft Remote Desktop will
ask you to trust the publisher to run this program. Click “Connect” when your systems
asks you the following

B RemoteApp %

A website is trying to run a RemoteApp program. Make sure that you trust the publisher

before you connect to run the program.

This RemoteApp program could harm your local or remote computer. Make sure that you trust the publisher
before you connect to run this program.

&] Publisher: cmes-rd1.ad.utah.edu
) Type: RemoteApp program
Path: GeoMapApp
Name: GeoMapApp

Remote computer: CMES-RD1.AD.UTAH.EDU

Y Show Details Connect Cancel

A. If you are prompted for credentials, enter the following:
a. Click “More Choices”
b. AD/your unid (example: ad\u123456)
c. Enter your password
d. Click OK

6. You will be logged-in to a remote session where you can then use the application



GeoMapApp 3.6.10 - - -
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7. To quit the application, choose the application’s File pull-down menu item “Exit”.



